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National Cybersecurity Plan 2022

The NCSP 2022 refers to a comprehensive plan of action
designed to improve the security and enhance cyber resilience of
Philippine infrastructures and services. It 1s a top-down approach
to cybersecurity that contains broad policy statements and
establishes a set of national objectives and priorities that should
be achieved within a specific tmetrame.
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4 Key Imperatives of the NCSP 2022

* Protection ot Critical Infostructures (CII)

* Protection of Government Networks

* Protection of Businesses and Supply Chains
* Protection of Individuals
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Coordinate national protection, prevention, and mitigation of,
and recovery from cyber incidents

Disseminate domestic cyber threat and vulnerability analysis
Protect critical infrastructure
Secure government and civilian infostructure

DICT

Investigate cybercrimes under its jurisdiction / |_ead for Protection Defend the military network

Investigate, attribute, disrupt
and prosecute cybercrimes

Lead domestic national security
operations

Conduct domestic collection, analysis
and dissemination of cyber threat
intelligence

Support the national protection,
prevention, mitigation of, and recovery
from cyber incidents

Coordinate cyber threat investigations
Prosecute Cybercrimes

(NCERT) from cyber attacks
Gather foreign cyber threat intelligence
and determine attribution

Secure national security and military systems
Support the national protection, prevention,
mitigation of, and recovery from
cyber incidents
Investigate cybercrimes under military

jurisdiction (cyberdefense)

NGIAC

Lead for the
interagency body
established for policy
coordination among
concerned
agencies

DOJ-NBI/
DILG-PNP

Lead for Investigation,
Enforcement and
Prosecution

INTELLIGENCE COMMUNITY:
CYBER THREAT INTELLIGENCE AND ATTRIBUTION

(NSC, NICA)

NATIONAL CYBERINTELLIGENCE PLATFORM:

SHARED SITUATIONAL AWARENESS
IDENTIFY  PROTECT DETECT RESPOND RECOVER

COORDINATE WITH PUBLIC, PRIVATE, AND INTERNATIONAL PARTNERS



Cybersecurity Policies

e Memorandum Circular 005-2017. Prescribing the Policies, Rules and Regulations
on the Protection of Critical Infostructure (CII) Stipulated 1n the National
CyberSecurity Plan (NCSP) 2022

e Memorandum Circular 006-2017. Prescribing the Policies, Rules and Regulations
on the Protection of Government Agencies Stipulated in the National

CyberSecurity Plan (NCSP) 2022

e Memorandum Circular 007-2017. Prescribing the Policies, Rules and Regulations

on the Protection of Individuals Stipulated 1n the National CyberSecurity Plan
(NCSP) 2022
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Cybersecurity Policies

Department Circular 003-2020. Supplementing the DICT Memorandum
Circular nos. 005, 006 and 007, series of 2017 and policies, rules and

regulations on the implementation of the National CyberSecurity Plan

2022

Department Circular No 006-2020. Guidelines on the Application and
Issuance of PNPKI Digital Certificates for External Chents during the
State of Public Health Emergency
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DICT Department Circular 003-2020

 Sectoral CERT
 Government & Emergency Services - DICT[MISS|-CERT-PH
* Business Process Outsourcing - DTI-CERT-PH
* Healthcare - DOH-CERT-PH
e Media - PCOO-CERT-PH
 Banking - BSP-CERT-PH
 Inancial - DOF-CERT-PH
* Power - DOE-CERT-PH
«  Water - NWRB-CERT-PH
* Telecommunications - NTC-CERT-PH
* Transport and Logistics - DOTr-CERT-PH
* Iiscalation Protocol
* (Connection to the National Security Operations Center

* Cybersecurity Traimning
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FINANCE SECTOR HIERARCHY OF CERT

CERT-PH

DOF-CERT-PH

Capital Market / Securities Insurance and Pre- Government Financial

and Investment Instruments Need Industry Institutions
Market

LEGEND:
DICT as National CERT ~ CERT
DOF as Lead Sectoral CERT FINANCE SECTOR

Sub-sectoral Co-Leads
Financial Institution Organizational CERT
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FINANCE SECTOR FRAMEWORK

SERVICE- COLLECTIVE WORKFLOW- CONTINUOUS
CENTRIC CYBER BASED QUALITY
POLICIES RECILIENCE COORDINATED IMPROVEMENT
AND INFORMATION INCIDENT AND
PROGRAMS SHARING RESPONSE INTELLIGENCE
PLATFORM AND REPORT PROCESSES

MECHANISM

SECURITY AWARENESS AND CAPACITY BUILDING CERT

FINANCE SECTOR
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FINANCE SECTOR STRATEGIC GOALS

* INCIDENT RESPONSE AND RECOVERY -
Coordinate a responsive incident and

recovery methodology through a role « BEST PRACTICES — Encourage
and wor.kflow-based strreamlined A development and use of common
mechanism ) approaches and industry standards for

INCIDENT enhancing security and resilience
RESPONSE
AND
RECOVERY
POLICY
INTERVENTION
O

* INFORMATION SHARING - Implement
and maintain a cross-sector information
sharing platform for collaboration to establish a
single view of actionable information related to
cybersecurity and physical threats and
vulnerabilities across government and multi-
stakeholder financial industries

* POLICY INTERVENTION — Develop risk-
based policy and regulatory initiatives CERT
by enhancing critical infrastructure EINANCE SECTOR
minimizing consequences and employing
effective response and recovery
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DOF-CERT-PH ACTION ITEMS

] DEVELOPMENT OF DOF-CERT-PH CYBER RESILIENCY PLAN

] DESIGN A SECTOR-WIDE COORDINATED INCIDENT REPORTING
METHODOLOGY

(1 DEVELOPMENT OF CERT - FINANCIAL SECTOR PORTAL

CERT

FINANCE SECTOR
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dUREA

Angelica |. Sarmiento

Director IV
Sept 28, 2021
Virtual Roundtable for Finance Sector

The Department of Finance (DOF) fully supports the initiative of the Department of
Information and Communication Technology (DICT) in the implementation and realization
of National Cybersecurity Security Plan 2022. The DOF, being the designated Cll Lead CERT
for the financial sector, is looking forward to having a comprehensive collaboration with
different financial institutions and government agencies to establish a general framework
for the constitution of policies and programs to promote operational resilience, risk
management, and implement cyber-attack countermeasures. Additionally, this will help the
financial sector to have advanced threat intelligence as the financial services in the country
move towards digitalization. With this, the DOF appreciates the effort of the DICT Team in
building the drive to have optimal cyber resiliency not only in the financial sector but across
all industries in the country.

(O Q) @CYBERSECgovph /@DICTgovph B /DICTCybersecurity
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Cyberresiliency is a
moving target. Stavying
still is not an option.
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